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In a national exchange platform for medical data, several security considerations have to be addressed. Main solutions are based on cryptographic functions: digital signatures are used to ensure the authenticity of users and the integrity of data, while digital encryption will be used to ensure the confidentiality of data. In cases of data exchange, point-to-point encryption of communication channels is not sufficient as the data will be available unencrypted at each hop. To prevent this, end-to-end encryption is a demand. The use of symmetric keys ensures fast encryption but lacks the key exchange problem. This problem can be addressed with the use of public/private keys managed in an public key infrastructure (PKI), that ensures the validity of a key and binds it to the identity of the communication partner. For encryption of data that is persistently stored, a backup of the used private keys is essential, as a loss of keys would lead to loss of the encrypted data. For signature, a backup of the signature keys is (legally) not allowed, as this would lead to deniability of the signatures. As a result commercial PKIs which issue certificates with private and public keys (e.g. on a smart card) limit the use for authentication and signing only (signature PKI), and are not usable for encryption. In our approach, we show that a trustful public/private-key cryptography can base on an existing signature PKI for secure communication of electronic data: Communication partners will generate temporary public/private key pairs which are used during the communication session to ensure an end-to-end encryption. With each information request a temporary public key is transmitted, asking the sender to encrypt the requested information with this key. The request is signed with certificates provided by an existing signature PKI. In effect this approach will save expensive maintenance costs. The necessary workflow preconditions are already given in the context of a national electronic health record (EHR) system: multiple receivers mostly unknown at information providing time, trustful centralized server components, and a data-pulling workflow on receivers' side.
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